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Abstract

This article carried out the software development of a method of cryptographic
protection using steganography. It describes the basic concepts of shorthand, as well as
the principle of operation.
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Shorthand is a cryptographic add-on that protects information. Steganographic
system (stegosystem) - the combination of methods and tools used to create a hidden
channel for transmitting information.

The principle of shorthand is to scatter the secret text in the main message array,
which can even be excellent in meaning. In this case, it will be possible to extract it,
only knowing the principle by which the breakdown and dispersion was made.

The following is the software development of shorthand.

This program demonstrates the implementation of the LSB method for encrypting
/ decrypting the bmp file. The program interface is shown in Figure 1, which will
encode the text into a picture. In the upper left corner there is a button for calling the file
selection window (in this case, a picture) and an area for displaying the selected picture.
Below, below it, is the area for entering the key-string, to protect the encrypted
information from unauthorized access. The user clicks the "Browse" button and opens

the image selected to encode the information.
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Fig.1 - Main window
The user enters (or downloads from the text file) the key-text that will be

requested when decrypting, i.e. only knowing that key can decipher the picture.
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Fig.2 - Picture selection and key-text input
The next area of the user window is located on the right side of the window and
consists of two tabs. The first tab is used to enter a message (or download from a text

file) that needs to be encrypted into a picture (Figure 3).
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Fig.3 - Text Encryption
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Then follows the opposite action. By clicking the "Decrypt" button, the user

receives the original message (you can also save the message received when decrypting

it to a text file) This process is shown in Figure 4.
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Shorthand is a cryptographic add-on that protects information.
Steganographic system (stegosystem) - the combination of
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information

— Key

o« Text

" File name

Choice |

| Dstudy

| Password_texi

Decrypt I

Fig.4 - Text Decryption

Thus, information was added to the selected picture, as well as the removal of

previously hidden information from the selected picture. Information hidden by
shorthand has less chance of revealing the fact that the content of the message has been

transferred. And message encryption provides additional protection.
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